MpunoxeHne NQ 2
NHdopmaumoHHas namaTka ana obyuarowmxcs

C KakabIM r0AOM MOSIOAEXM B MHTEPHETE CTAHOBUTLCA 60MbLUE, a LWKObHUKN OOHM U3 CaMblX aKTUBHbIX
nonb3oBaTesielt PyHeTa. Mexay TeM, MOMMMO OrPOMHOMO KOSIMYECTBa BO3MOXHOCTEN, MHTEPHET HECET U
npobnembl. 3Ta NamsaTka A0/HKHA NOMoYb Tebe 6e30MacHO HaxoaUTLCS B CETU.
KoMnbroTepHblie BUPYCbI
KOMMbIOTEPHBIV BUPYC - 3TO PA3HOBMAHOCTb KOMMbIOTEPHBIX MPOrpamMM, OTIMYUTENBHOW O0COBEHHOCTbIO
KOTOPOW SIBNSIETCS CMOCOBHOCTb K pa3MHOXEHWIO. B AOMOSTHEHME K 3TOMY, BUPYCbl MOTYT MOBPEAUTb MK
MOSTHOCTBIO YHUUTOXWTL BCe (palinbl M AaHHble, MOAKOHTPOSbHbIE MOMbL30BaTENO, OT MMEHU KOTOPOro
6blna 3anyLleHa 3apaxkéHHas nMporpamMMa, a Takke MOBpeauTb MM AaXe YHUUTOXMTb OnepaLMOHHYHO
CUCTEMY CO BCeMM (hainamy B LeNoM. B GOMbLWIMHCTBE Cly4yaeB pacrnpoOCTPaHSIOTCS BUPYCbl 4Yepes
WHTEPHET.
MeToabl 3aLlUTbl OT BPpeAOHOCHbIX NporpaMm:
1. Wcnonb3yii COBpeMEHHble OMnepauMoHHbIE CUCTEMbI, MMEIOWME CepbE3HbIA YPOBEHb 3aluTbl OT
BPEAOHOCHbIX MPOrpaMm;
2. MocTosiHHO yCTaHaBnMBai nayTy (LMGPOBbLIE 3aMaTKM, KOTOPbIE aBTOMATUYECKM YCTaHaBIMBAIOTCS C
uenblo AopabTkM MporpaMmmbl) M Apyrue OBHOBNEHUS CBOEW OMepaLMOHHON cucTeMbl. CkaumBait KX
TONMbKO C oduUManbHOro canta paspabotunka OC. Ecnv  cywlecTByeT pexuM aBTOMaTU4ecKoro
OBHOBJ/IEHNS, BKIIOYM €r0;
3. PaboTali Ha CBOEM KOMMbIOTEPE MO NpaBaMu MOSb30BaTeNsl, @ HE aAMWHUCTPATOpa. 3TO HE MO3BOSIUT
60/bLUNMHCTBY BPEAOHOCHBIX NPOrpaMM MHCTaNIMPOBaTLCA Ha TBOEM MEPCOHANbHOM KOMMbIOTEPE;
4. Vicnonb3yi aHTUBMPYCHblE MPOrPaMMHbIE MPOAYKTbI M3BECTHLIX MPOU3BOAWTENEN, C aBTOMATUYECKUM
06HOBIEHNEM 6a3;
5. OrpaHunyb r3nYeckuii 4OCTyN K KOMMbIOTEPY A/ MOCTOPOHHMX JIULL;
6. Mcnonb3yn BHeWHWE HOCUTENW MHGOpMauMKM, Takve kak dnewka, ANCK unn ¢ain M3 MHTEPHET],
TOJSIbKO M3 NPOdEPEHHBIX NCTOYHWKOB;
7. He oTKpbiBal KOMMbIOTEPHbIE (haifbl, MOYYEHHbIE M3 HEHAAEXHbIX WCTOYHUKOB. [axe Te daisbl,
KOTOpble NpMCan TBOW 3HAKOMbIN. Jlyylle YyTOYHM Y HEro, OTNPAaBA /I OH Tebe uX.
Cetn WI-FI
Wi-Fi - 3TO He BMA Nepefayn AaHHbIX, HE TEXHONOMMUS, a Bcero nuwb 6peHa, Mapka. Ewe B 1991 rogy
HuaepnaHackas KoMmmaHus 3apernctpupoBana 6peHa «WECA», 4Tto 0603Hayano CrnoBocoveTaHue
«Wireless Fidelity», kOoTopbIi1 NepeBOAUTCS Kak «6ecrnpoBoAHast TOUHOCTb>.
[lo Hawero BpeMeHW Aowna Apyras abbpeBuaTypa, KOTOpas SIBASIETCS TaKOW >Xe TexXHonoruei. 37o
abbpesuaTtypa «Wi-Fi». Takoe Ha3BaHWe 6bl/I0 AaHO C HAMEKOM Ha CTaHAAPT BbICILWIA 3BYKOBOW TEXHMKM
Hi-Fi, 4To B NnepeBoae 03HaYaeT «BbICOKAs TOYHOCTb>.
[a, 6ecnnaTHbli MHTEPHET-AOCTYN B Kade, OTensx M asponoptax SBASETCS OT/IMYHOM BO3MOXHOCTbIO
BbIXOAa@ B MHTEpHET. HO MHOrMe 3KcnepTbl cumTaloT, 4to obwepoctynHble Wi-Fi ceTn He aBnsoTCA
6e30nacHbIMK.
CoseTbl No 6e3onacHocTM paboTe B 06wenocTynHbix cetax Wi-fi:
1. He nepepaBali CBOKO NMYHYIO MHGOpMaumio 4epe3 obuepoctynHble Wi-Fi cetn. PaboTasi B HuX,
XenaTtenbHO He BBOAUTb MAaposiv AOCTYNa, NOMUHBI U Kakne-To HOMepa;
2. cnonb3yin 1 06HOBNAM aHTUBMPYCHbIE MporpaMMbl U 6paHaMayep. TeM camblM Thl 06e30macuLlb cebs
OT 3aKayku BUpycCa Ha TBOE YCTPOWCTBO;



3. Mpn ncnonb3oBaHun Wi-Fi oTkmoun dyHkumo «O6wmin goctyn kK caiinam v npuHtepam». [daHHasi
(DyHKUMA 3aKpbiTa MO YMOMYaHWIO, OAHAKO HEKOTOpble MOSb30BaTeNn aKTMBUPYIOT e€ ans yaobcrsa
ncrnonb3oBaHMs B pabote unm yyebe;

4, He wcnonb3yi nybnunuHbii WI-FI ang nepefauu JNUWYHBIX AaHHbIX, HanpuMep [Ans Bbixoda B
coumanbHble CETU MW B 3NIEKTPOHHYIO MOYTY;

5. Mcnonb3yi ToNbKo 3alluileHHoe coeanHeHue Yepe3 HTTPS, a He HTTP, T.e. npu Habope Beb-aapeca
BBOAM MMeHHO «https://»;

6. B MobunbHOM TenedoHe oTkaoun dyHkumio «MoaknodveHne k Wi-Fi aBToMaTnyeckn». He monyckai
aBTOMATMYECKOro MoAK/ItoYeHUst YCTpoicTBa Kk ceTaM Wi-Fi 6e3 TBoero cornacusi.

CoumnanbHble ceTn

CoumanbHble CETU aKTUBHO BXOAST B HaLy XXM3Hb, MHOTME NtoaM paboTatoT M XXMBYT TaM MOCTOSIHHO, a B
Facebook yxxe 3apeructpupoBaH MUAMapA YeEnoBeK, YTO SIBASIETCA OHOM CeAbMOW BCEX XXWUTEnen
nnaHeTbl. MHOrMe nonb3oBaTeNM HE MOHMMAIOT, YTO MHGOPMaUMs, pa3MelleHHas UMK B COLManbHbIX
CeTAX, MOXET OblTb HalileHa W WCMoSib30BaHa KEM YroAHO, B TOM uucie He 06s3aTenbHO ¢ 6narumm
HaMepeHNsIMMU.

OcHoBHbIe coBeTbl N0 6e30nacHOCTU B COoLMaJibHbIX CeTHAX.

1. OrpaHmyb Cnncok apysei. Y Tebsi B Apy3bsx HE A0SKHO 6biTb C/TyYaiHbIX U HE3HAKOMBbIX JIOAEN;

2. 3awmiLan CBOK YacTHYIO XU3Hb. He yKkasbiBai naponun, TenedoHbl, agpeca, AaTy TBOEr0 POXAEHUS U
APYTYIO JIMYHYIO MHDOPMAUMIO. 3M0YMBbILAEHHUKM MOMYT MCMOb30BaTh AaXe MHMOPMauMIio O TOM, Kak
Tbl ¥ TBOW POANUTENM NNAHUPYETE NPOBECTU KaHUKYIbI;

3. 3awyian CBOK penyTaumio - AepXW ee B YMCTOTE U 3adaBait cebe Bompoc: XoTen 6bl Tbl, YTOOLI
Apyrve nosnb30BaTeNn BUAENW, YTO Thl 3arpyaellb? MoayMmai, npexae 4YeM 4To-TO OrnybrMKoBaThb,
HanucaTtb 1 3arpysuTb;

4. Ecnv Tbl rOBOpULLb C JIHOAbMM, KOTOPbIX HE 3HAellb, HE WCMOJb3yM CBOE peasibHoe UMS U APYryio
JIMYHYIO MHOPMaUMK: UMSI, MECTO XUTENbCTBA, MECTO yyebbl 1 npoyee;

5. Wsberalt pa3melleHuss cdotorpacuii B MHTepHeTe, rae Tbl M306paXkeH Ha MECTHOCTM, MO KOTOPOW
MOXXHO OnpeaenunTb TBOE MECTOMOMOXKEHNE;

6. Mpu perncrpaunm B CoUManbHON CETU HEOBXOAMMO WMCMOMb30BaTh COXHbLIE MapOsM, COCTOsLWME U3
6yKB M LUMDP M C KONMYECTBOM 3HAKOB He MeHee §;

7. Ona counanbHOW CeTu, MoYTbl U APYrMX CalMToB HEOBXOAMMO WCMOSb30BaTb pasHble naponu. Toraa
ecnu Tebs B3NOMaloT, TO 3M10YMbILUIEHHMKM NOJTyYaT AOCTYN TOSIbKO K OAHOMY MECTy, @ He BO BCe Cpasy.
3neKTp0|-||-|b|e AO€HbIr'm

DNEKTPOHHbIE [EHbIM — 3TO OYeHb YAOGHLIM CMOCo6 nnaTexei, OAHAKO CYLLECTBYIOT MOLLEHHUKM,
KOTOPbIE XOTAT MOMYYUTb 3TN AEHbM.

DNEKTPOHHbIE AEeHbIMM MNOSIBUIUCH COBCEM HEAABHO M MMEHHO M3-3a 3TOM0 BO MHOMMX roCyAapcTBax A0 CUX
nop He MpornuncaHo NMpo HMX B 3aKOHaX.

B Poccum e OHM (DYHKLMOHMPYIOT U O HUX YXKE MPOMUCAHO B 3aKOHe, rAe UX pasgenstoT Ha HEeCKOSbKO
BMAOB - @HOHUMHbIE M HE aHOHMMHbIE. Pa3HuLa B TOM, YTO @aHOHUMHbIE - 3TO Te, B KOTOPbIX pPa3peLlaeTcs
npoBoAMTbL onepaunn 6e3 wmaeHTUMKAUMKM MONb30BaTeNs, @ B HEAHOHWMHbIX WAEHTUMKaLMK
nosib3oBaTens sIBNsSieTCs 06s3aTeNbHOMN.

Takke cnegyeT pas3nuuyaTb 3SMEKTPOHHble uaTHble AeHbrn (paBHbl FOCYAapCTBEHHBLIM BasjloTaM) U
3M1EKTPOHHbIE HeduraTHble AeHbrn (He paBHbl FOCYAapCTBEHHLIM BaAlOTaM).

OcHoBHbIe coBeTbl N0 6e3onacHoi paboTte C 3/IeKTPOHHbIMU A€HbraMu:



1. MpuBSHXXM K CYETY MOOMSIbHBIN TenedoH. 3TO caMblil YAOGHbIA U BbICTPbIA CNOCO6 BOCCTAHOBUTb
AocTyn K cuyety. [puBsi3aHHbI TenedoH MOMOXET, ecnu 3abydellb CBOW MAATEXHbIA Maponb Wnn
3alaellb Ha CalT C HE3HAKOMOro YCTPOMCTBa;

2. WUcnonb3yi oaHopa3oBbie naponu. Mocne nepexoaa Ha yCUeHHyo aBTopu3aunio Tebe yxe He 6yaet
yrpoXkaTb ONacHOCTb KPaXXu UK nepexsaTa NaaTexHoro napons;

3. Bbibepy cnoxHbIi naposb. MpecTynHukaM 6yaeT He MpoCTO yrafaTb C/IOXKHBIA Maposib. HaaexHble
naponn — 3TO MapofM, KOTOpble COoAep)XaT He MeHee 8 3HAKOB M BKOYalT B Cebs CTpOYHble K
nponucHble 6ykBbl, LMGMPbI U HECKONIBKO CMMBOJIOB, TaKMe Kak 3HaK Aonnapa, GyHTa, BOCKAMLATENbHbIN
3HaK u T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOW NINYHbIE AaHHbIE Ha CaliTaX, KOTOPbIM HE AOBEpSELLb.

INeKTpoHHaA noyrta

DNEeKTPOHHas MoyTa — 3TO TEXHONMOMMS M NPeaoCTaBseMblE €0 YC/IyrM MO Mepechbisike M NOSTyYEHUIO
3MIEKTPOHHBIX COOOLLEHMWI, KOTOpble pacnpefensitoTcsl B KOMMbOTEPHOM ceTh. OB6bIYHO 3MEKTPOHHbIN
MOYTOBbLIA LMK BbIFSAUT CleaylowmMM obpasoM: MMS_Monb30BaTeNss@uMsa_AoMeHa. Takke Kpome
nepeaayn NpocToro TeKCTa, MMEETCS BO3MOXHOCTb nepeaaBaTb (asibl.

OcCHOBHbIe coBeTbl N0 6e3onacHoi paboTe C 3/IeKTPOHHOW NOYTOIA:

1. Hapo BbIGpaTb NpaBW/IbHbIA MOYTOBLIA CEPBUC. B MHTEpHETE €CTb OrPOMHbIM BbIGOP 6GecrnnaTHbIX
MOYTOBBIX CEPBMCOB, OAHAKO Jlyulle AOBEPSITb TEM, KOO 3HaELLb M KTO NEPBLIN B PENTUHTE;

2. He wykasbiBai B JIMYHOM TMoYTE JIMYHYIO UMHGOpMauuio. Hanpumep, nydwe BbI6paTh
«MY3bIKaJIbHbIN_thaHaT@» unu «pok2013» BMecTo «TeMal3»;

3. Wcnonb3yin [AByx3TanmHyld aBTopM3auMio. 3TO Korga MOMWMO TMaponisi HY)XHO BBOAUTb KOZ,
npucbinaemslii no SMS;

4. Bbibepu CnoXHbIM Maposib. [Nis KaXaoro MOYTOBOrO SiMKA AO/MKEH 6biTb CBOM HaAeXHbIN,
YCTONYMBBIN K B3/IOMY Maporib;

5. Ecv eCTb BO3MOXHOCTb HamMcaTb CaMOMy CBOM JIMYHBIV BOMPOC, UCMOSb3YI 3Ty BO3MOXHOCTb;

6. Vicnonb3yit HECKOSbKO MOYTOBbLIX SILLMKOB. MepBblii ANs YaCTHOW MEpEenncKn C aapecaTamu, KOTOpbIM
Tbl AOBEpsiELlb. DTO 3/IEKTPOHHbIN aApec He HaAo MCMOsb30BaTb MPY perucTpaummn Ha opyMax 1 canTax;
7. He oTKpbiBaWi (alfibl M Apyrve BAOXKEHUS B MUCbMaX AaXe €CNN OHW MPULLIK OT TBOMUX Apy3el. Jlydlie
YTOUHW Y HUX, OTMPaB/ISIN M OHU Tebe 3T daiinsbl;

8. Mocrne okoHYaHusi paboTbl Ha MOYTOBOM CEPBUCE MeEpes 3aKpbiTUEM BKIAAKM C CaTOM He 3abyab
HaXxaTb Ha «BbINTW».

KnbepbynnuHr nnmv smpTtyasibHOe U3eBaTesibCTBO

KnbepbynnmHr — npecnefoBaHune coobLieHnsiMK, cogepikalinMm ockopbieHus, arpeccuto, 3anyrmBaHue;
XYJIMraHCTBO; coumasibHoe 60MKOTMPOBaHME C MOMOLLBIO Pa3nnyHbIX MHTEPHET-CEPBUCOB.

OcHoOBHbIe coBeTbl Mo 60pbbe ¢ knbepbyIMHrom:

1. He 6pocaiics B 60i. Jlyuwmii cnocob: nocoBeToBaThbCs Kak cebs BECTU U, eCM HET TOro, K KoMy
MOXHO 00paTUTbCs, TO BHAyane YCNOKOMTbCS. ECAM Tbl HayHelwb OTBeYaTb OCKOPOIeHUsIMM Ha
ockopbneHus, To TONbKO elle 6osblie pa3oioKeLllb KOHMINKT;

2. YnpaBnsii cBOei knbeppenyTaumen;

3. AHOHMMHOCTb B ceT MHMMas. CyLLecTBYOT Cocobbl BbIICHUTb, KTO CTOMT 3@ aHOHWMHbIM aKKayHTOM;
4. He cTOWUT BECTU XY/IMraHCKMIM 06pa3 BUPTYANbHOM XU3HWU. VIHTEPHET UKCUPYET BCe TBOM AEWCTBUS U
COXpaHSIeT UX. YaanuTb Ux 6yaeT KpaiiHe 3aTpyAHUTENBHO;

5. Cobntofali CBOVM BMPTYasbHYO YECTb CMOSIOAY;


https://сайтобразования.рф/

6. VrHopupyi eamHuuHbI HeraTue. OAHOPa30Bble OCKOPOUTENbHbIE COOOLLEHMS NyYlle UrHOPUMPOBaTb.
O6bI4HO arpeccus NpeKkpaLlaeTcs Ha HayanbHON CTaauu;

7. baH arpeccopa. B nporpammax obMeHa MrHOBEHHbIMM COODLLEHWSAMM, B COLMasbHbIX CETSAX eCTb
BO3MOXXHOCTb 6JI0KMPOBKM OTMPaBKM COOBLLUEHUI C OMNpeaeNeHHbIX aapecos;

8. Ecnm Tbl cBupeTens knbepbynnvHra. TBOM AEWCTBUS: BbICTYNUTL NMPOTUB MpecneaoBaTens, nokasaTb
eMy, 4TO €ero [enCcTBUS OUEHMBAlOTCS HeraTMBHO, MOAAEPXaTb JKepTBY, KOTOPOW  HyXHa
NCcMX0NorMyeckast MoMoLLb, COOBLWMTbL B3pOC/bIM O (haKTe arpecCMBHOMO MOBEAEHMWS B CETU.
Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdhOHbI 1 NIaHWeTbl coaepxaT B cebe BNonHe B3pocbii hyHKLMOHANM, U Tenepb OHM
MOryT KOHKYPWMpOBaTb CO CTALUMOHapHbIMKM KOMMblOTepaMu. OpgHako, CPeAcCTB 3aluTbl A1 NOAOGHbIX
YCTPOMCTB MOKa OYeHb Masno. TecTUpoBaHME M MOWUCK YSI3BMMOCTEM B HUX TMPOUCXOAUT HE Tak
WHTEHCKBHO, kak ansi MK, To e camoe KacaeTcs Y MOBUIIbHBIX MPUSTOXKEHW.

CoBpemMeHHble MObWbHble 6pay3epbl YyXe MpaKkTUYeCcKM A[OrHanM HacTOMbHbIE aHanorv, OAHaKo
paclmpeHune hyHKLMOHaNa BNeYeT 3a cob0i 60MbLUYI0 CNIOXHOCTb U MEHbLUYIO 3aLIULLIEHHOCTb.

[aneko He BCe MpOM3BOAWTENMN BbIMyCKalOT OOHOBMEHMS, 3aKpblBalOWME KPUTUYECKNE YSA3BUMOCTM AN
CBOVX YCTPOWCTB.

OcHoOBHble coBeTbl 1 6e3onacHOCcT MO6unbHOro TenecgoHa:

1. Hnuero He aBnsetcs no-HactosiweMy 6ecnnatHbiM. byab OCTOpOXeH, Bedb Koraa Tebe npeanaratoT
6ecnnaTHbI KOHTEHT, B HEM MOTYT BblTb CKPbITbl KAKMe-TO MaTHbIE YCIyr;

2. Oymai, npexae yeM oTrnpaBuTb SMS, $hoTo nnm BUaeo. Thl TOYHO 3HAELLb, FAE OHU ByAyT B KOHEYHOM
utore?

3. HeobxoanMo 06HOBNATL OMNEPaLMOHHY CUCTEMY TBOErO0 CMapTdOHa;

4. cnonb3yi aHTUBUPYCHbIE MPOrpPaMMbl ANt MOBUIbHBIX TeNeOHOB;

5. He 3arpyxall NpunoXeHnsi OT HEM3BECTHOrO WMCTOYHMKA, BeAb OHM MOTYT COAEpXaTb BPeAOHOCHOE
nporpamMMHoe obecneyeHune;

6. Mocne Toro kak Thl BblfewWb C caiiTa, rAe BBOAWA NNYHYH MHGbOpMaUMio, 3aiauM B HaCTpOMKM
6pay3epa 1 yganu cookies;

7. Mepuoamyecky NpoBepsii Kakne naaTHble YCIyrM akTUBUPOBaHbl Ha TBOEM HOMEpE;

8. [laBaii cBOI HOMep MOBMIbHOrO TenedoHa TOMLKO NIIOASIM, KOTOPbLIX Thl 3HAELLb U KOMY A0Bepsiellb;

9. Bluetooth fomkeH 6bITb BbIKMOYEH, KOrAa Thl UM He Mosb3yellbcs. He 3abbiBali MHOrAA MpoOBEpsiTh
3To.

Online urpbi

CoBpeMeHHble OHMaNH-Urpbl - 3TO KPacouyHble, 3axBaTblBaloLME Pa3BeYeHUsl, O0O6bEAMHAIOLLME COTHU
TbiCAY 4YenoBek MO BCeEMY MUpY. UrpoKuM wccneayroT AaHHbIM UM Mup, obWarkTcs Apyr C ApPYrom,
BbIMOSHSAOT 33faHusl, CPaXXalTCHd C MOHCTPaMM W MOAyYaloT OMbIT. 3a YAOBOALCTBME OHWM MNATHAT:
NOKynarT ANCK, ONnslauMBaloT aboHEMEHT 1K NpUOBpeTaloT Kakne-To onumu.

Bce 3TM cpeactBa mayT Ha NOAAEpXaHWE W pasBUTME Urpbl, a Takke Ha caMy 6e30MmacHOCTb:
COBEpLUEHCTBYKTCA CUCTEMbI aBTOPM3aLMK, BbINMYCKAKTCA HOBble natuv (UndpoBble 3aniaTtkv Ans
nporpamm), 3aKpbIBalOTCS YS3BMMOCTU CEPBEPOB.

B nofobHbIX Mrpax CToMT onacaTbCs He CTONbKO CBOMX COMEPHUKOB, CKOMbKO KPaXXMW TBOEro Maporsi, Ha
KOTOPOM OCHOBaHa cucteMa asTopu3auuny 60MbWMHCTBA Urp.

OcHOBHbIe coBeTbl N0 6€30nacHOCTU TBOEro UrpoBOIro aKKayHTa:

1. Ecnu gpyrov urpok BefeT cebs nioxo unm cospaeT Tebe HenpusiTHOCTW, 3abnokupyit ero B Crmcke
UrPOKOB;



2. Toxanyics aAMUHUCTPATOpaM Urpbl Ha MJIOX0E MOBEAEHWE 3TOrO Urpoka, >XenaTeflbHO MPUIOXUTb
Kakue-TO AoKa3aTeNnbCTBa B BUAE CKPUHOB;

3. He ykasbiBail TMYHYt0 MHbOpMaLmMio B npodaiine urpsbl;

4. YBaxxall Apyrnx y4acTHUKOB MO Urpe;

5. He ycTaHaBnvBal HeodbmumasbHble NaTtum U Moabl;

6. Micnonb3yi CnoXHble 1 pasHble Naponu;

7. Jaxe BO BpeMs WUrpbl He CTOUT OTK/IOYaTb aHTUBMPYC. Moka Tbl MUrpaellb, TBOW KOMMbIOTEP MOryT
3apasuTb.

OULLKMHI UK KpaXa JINYHbIX AaHHbIX

O6bI4YHON KpaXxen AeHEer U [OKYMEHTOB CErofHsl YXX€ HMKOro He yAMBWLIb, HO C pa3BUTUEM WHTEPHET-
TEXHOMOMMIN 3M0YMBbILLNEHHUKN MEPEMECTUINCD B UHTEPHET, U MPOAOKAIOT 3aHMMATbCA «OOUMbIM>»
LEeNnoMm.

Tak nosiBunace HOBas yrpo3a: MHTEPHET-MOLUEHHUYECTBA UM (DULLIMHT, FNIaBHAs Lenb KOTOPOro COCTOUT
B NOMyYeHUn KOHDMAEHLMANBbHBIX AaHHLIX NOSb30BaTeNen — NOrMHOB M Naponei. Ha aHruiickoM si3blike
phishing unTtaetca kak guwuHr (ot fishing — pbibHas nosnsi, password — naponb).

OcHOBHble coBeTbl No 6opbbe ¢ hULNHIOM:

1. Cnegn 3a cBOMM akkayHTOM. Ecnm Thl nmopo3speBaellb, YTO TBOSI aHkeTa Obina B3/MOMaHa, TO
Heobxoanmo 3abnoKMpoBaTb ee U COOBLLMTbL aAMMHUCTPATOPaM pecypca 06 3TOM KaK MOXHO CKOpee;

2. Vcnonb3yii 6e3onacHble Be6-CaiiTbl, B TOM YUC/IE, MHTEPHET-MarasuHoB U NMOWUCKOBbIX CUCTEM;

3. Wcnonb3yit cnoxHble U pasHble naponu. Takum o6pa3oM, ecnm Tebs B3IOMAIOT, TO 3/10YMbILUIEHHUKN
noslyyaT AOCTYN TOIbKO K OAHOMY TBOEMY MpOdUII0 B CETU, @ HE KO BCEM;

4. Ecnn Tebsi B3nomanu, T0 Heo6xoAMMO MpefynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble A06aBneHbl y
Tebs B Apy3bsiX, O TOM, YTO Tebs B3fOManu U, BO3IMOXHO, OT TBOErO0 UMeHWU ByaeT pacchinaTbCs cnam u
CCbIIKM Ha PULLMHIOBbIE CalThI;

5. YctaHoBM HagexHbIl naponb (PIN) Ha MOBWbHLIV TenedoH;

6. OTKNOUM COXpaHeHWe napons B bpay3epe;

7. He oTkpbiBal daiinbl U apyrue BOXKEHUS B NMUCbMaxX AaXke ecsiv OHW NPULLK OT TBOMX Apy3ein. Jlyuwe
YTOUHW Y HUX, OTNPaBASNM N1 OHU Tebe 3T dansbl.

UucdpoBas penyrauus

UndpoBas penytaumMs - 3TO HeraTMBHas WAM MO3UTMBHas WHdopMaums B ceTu 0 Tebe.
KomnpomeTupytowas nHdopMauus pasMelleHHas B MHTEPHETE MOXET Cepbe3HbiM 06pa3oM OTPa3nTbCs
Ha TBOeW peanbHOM Xu3HW. «LnudpoBasi penytaums» - 3TO TBOW MMUAX, KOTOPbIM (opMupyeTcs U3
uHdopmMauum o Tebe B MHTEPHETE.

TBOE MeCcTo XWUTEenbCTBa, y4ebbl, TBOE (MHAHCOBOE MONIOXEHWE, OCOBEHHOCTM XapakTepa M pacckasbl O
6/1M3KMX - BCE 3TO HaKanJIMBaEeTCs B CETU.

MHOrMe MoApPOCTKM NErKOMBICIEHHO OTHOCATCS K Mybnukauum nnyHor uHdopMaumn B UHTepHeTe, He
MOHMMasi BO3MOXHbIX MOCMEACTBUIA. Thl AaXe He CMOXelb AoragaTtbCsl O ToM, 4To choTorpadums,
pasMeLleHHas 5 neT Hasag, cTana npuyYMHON OTKasa NpUHATL Tebs Ha paboTy.

KommeHTapuy, pasmelleHve TBoux dotorpaduin u apyrve OENCTBUS MOTYT HE UCHE3HYTb Aaxe nocne
TOrO, KaK Tbl UX yAanuib. Tbl HE 3Haellb, KTO COXpaHU 3Ty MHdOPMaLMIO, nornasna /in OHa B NMOUCKOBblE
CUCTEMbI 1 COXpPaHMIACh S OHa, a IMaBHOE: YTO MoAyMatoT O Tebe oKpyXKatolee Noan, KoTopble HanayT
W yBUAST 3T0. HaliTy MHGOopMaLmio MHOTO NIET CYCTs CMOXET Ntoboii - Kak M3 Jo6pbix NobYyXaeHWN, Tak
W C HAMEPEHWEM MPUYUHUTL BPed. STO MOXET ObiTb KTO YroAHO.

OCHOBHbIE COBeTbI NO 3awuTe UudpoBoM penyTauum:



1. Moaymaii, npexzae YeM 4YTo-To Ny6/IMKOBaTb M NepeaaBaTh Y cebs B 610re MM B coUManbHOW CETH;

2. B HacTpoiikax npoduns ycTaHOBM OrpaHWYEHMsl Ha NMPOCMOTP TBOErO MPOodussi U ero CoAep>XXMMOro,
caenan ero TonbKo «Ass Apy3ein»;

3. He pa3mellait 1 He yKka3biBaii MHGOPMaLIMIO, KOTOPasi MOXET KOro-Inbo ockopbasiTe UK o0buxaTb.
ABTOpCKOE npaBo

CoBpeMeHHble LIKOSIbHUKN- aKTUBHble MOJIb30BaTeNM LMbpoBOro npocTpaHcTea. OaHaKo Aaneko He Bce
3HalOT, 4YTO MOSIb30BAHWE MHOMMMM BO3MOXHOCTSMM LM(MPOBOro mMupa TpebyeT cobntogeHns npas Ha
WHTENNEKTYaslbHYI0 COBCTBEHHOCTb.

TepMUH «MHTenneKkTyanbHasi Co6CTBEHHOCTb» OTHOCUTCS K Pa3/iIMYHbIM TBOPEHMSM YEeN0BEeYEeCKOoro yMma,
HauMHasi C HOBbLIX M30OPETEHUIA U 3HAKOB, 0B6O3HAYaOLMX COBCTBEHHOCTb Ha MPOAYKTbI U YCyrn , U
3aKaH4MBas kKHuramu, dotorpadmsaMmn, KNHOPUAbMaMN N My3blKasibHbIMW MPOM3BEAEHUSIMU.

ABTOpCKMe MpaBa - 3TO MpaBa Ha WHTENNEKTYallbHYl0 COBCTBEHHOCTb Ha MPOM3BEAEHUS HaYKM,
nmTepaTypbl M WUCKYCCTBa. ABTOpPCKME TMpaBa BbLICTYMAlOT B KayecTBe rapaHTMM TOro, 4To
WHTENNEKTYyanbHbIN/TBOPYECKM TpyA aBTopa He OyaeT HampacHblM, AacT eMy CcrpaBea/vBble
BO3MOXHOCTW 3apaboTaTb Ha pe3ynbTaTax CBOEro Tpyda, MosyyuTb M3BECTHOCTb M Mpu3HaHue. HukTo
6e3 paspelieHnsi aBTopa He MOXeT BOCMPOU3BOAUTb €ro MpOWM3BEAEHWE, PacnpoCTpaHsaTb, NMyb6aAMYHO
[EMOHCTpMpOBaTb, MpoAaBaTb, WMMOPTUPOBaTb, MyckaTb B MpokaT, MNyblMYHO  MCMOMHATD,
MOKa3blBaTb/UCMONHSATL B 3dmpe nnn pasMellaTb B IHTepHeTe.

Micnonb3oBaHne «NUpPaTCKOro» MpOrpaMMHOro obecrneyeHnst MOXET MNpMBECTM K MHOMMM puckam: OT
MoTepU AaHHbIX K TBOMM akkayHTaM [0 OJIOKMPOBKM TBOEro YCTPOWCTBA, A€ YCTaHOB/IEHHbIM He
neranbHasi nporpaMma. He cTouT Takxke 3abbiBaTb, 4UTO CyLWECTBYET JerajabHble W 6ecnnaTtHble
MporpaMMbl, KOTOPbIE MOXHO HalTK B CETU.

O noprtane

CeTeBUYOK.pc- TBOM MaBHbIi COBETYMK B CETU. 3AECb Thl MOXELb Y3HaTb O 6€30MacHOCTM B CETU
MOHATHBLIM U AOCTYMHbIM S3bIKOM, @ MNPV BO3HUKHOBEHUW KPUTUYECKOW CUTYaLMn 06paTUTbCS 3a COBETOM.
A TaKoKe NPUHSTbL Y4acTne B KOHKypcax M CTaTb CaMbiM LMGPOBbLIM FpaXxaaHUHOM!

© MaTtepuan ns CnpaBoyHoi cucteMbl «ObpasoBaHMeE»



